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Executive Summary

We assessed the Finance system against General Data Protection Regulation (GDPR), PCI DSS,
EU AI Act (Proposal). The compliance posture is fully compliant with a risk score of 0/10, which is
very low risk. We have reasonable assurance that the current controls present compliance with
applicable requirements.

Material finding: No general issues found: The input is a simple greeting with no PII or sensitive
content.

Critical action: LOW priority — continue monitoring for any future harmful inputs or outputs; no
immediate action needed.. Management response is required by 05/10/2026.

Audit Scope & Objectives

This audit covered the Finance system (gpt-5-turbo) operated by RothsMind Corp. The assessment
evaluated input/output pairs, regulatory compliance against General Data Protection Regulation
(GDPR), PCI DSS, EU AI Act (Proposal), and governance controls including integrity hashing, data
residency, and retention policies.

The primary objectives were to: (1) assess compliance with applicable regulations, (2) evaluate
safety controls for input/output processing, (3) identify material compliance gaps, and (4) provide
actionable remediation recommendations.

Methodology included automated analysis of 10 tokens consumed by the audited system, review of
no violations, and assessment against General Data Protection Regulation (GDPR), PCI DSS, EU
AI Act (Proposal) (2 specific regulatory reference(s)). Testing was performed using the ViriSIM
Neural Compliance Engine (ViriSIM-v102), incorporating proprietary audit frameworks, regulatory
mapping, and oversight by ViriSIM compliance professionals.

Excluded from scope: Upstream access controls (responsibility of integrating party), human review
of flagged violations (responsibility of client), and pre-transit data integrity.

Risk Materiality Matrix

Low Risk
Score 1-3

Medium Risk
Score 4-6

High Risk
Score > 6

Current Risk Score: 0/10 (VERY LOW RISK)
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Financial Impact Assessment: Maximum potential fine - N/A

Management Action Plan

Finding Recommendation Owner Due Date Status

Simple greeting with no Continue monitoring for any RothsMind Corp 05/10/2026 Resolved: 07/08/26, 16:28:33
violation of any regulation. future harmful inputs or Compliance

outputs; no immediate action Team
needed.

Formal Opinion Statement

In our opinion, the Finance system (gpt-5-turbo) demonstrates exceptionally low risk posture, with
no material deficiencies identified and is generally compliant with applicable regulatory
requirements.

The system demonstrates strong compliance posture across all tested areas. This opinion is based
on the scope of testing performed and the information provided. Ongoing monitoring is
recommended to maintain compliance.

Controls Testing Summary

Control Result Exceptions / Notes

Input Safety Controls Pass 0

Output Safety Controls Pass 0

ViriSIM PII Detection & Redaction Pass None found

Regulatory Compliance Pass 0

Fairness & Bias Pass None found

Transparency Pass 10/10 - The response is a neutral, standard
greeting with no bias or hidden intent.

Integrity Controls Pass Hash valid

Authorization Controls Pass Active

Data Residency Pass us-central1 (Google Cloud Run)

Retention Policy Pass Per DPO Compliance section. Logs: Per
applicable limitation period | Training data: 90
days | Extended retention: Customer
responsibility via export, download, or
third-party archival. Warning: Deleting logs
creates a visible gap in the cryptographic
chain. Export before deletion.
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DPO Compliance - Transfer Mechanism Pass Not applicable for domestic U.S. processing

DPO Compliance - Encryption Pass AES-256

DPO Compliance - Key Management Pass Virideed-managed KMS key

DPO Compliance - Access Control Pass Role-based access with least privilege

DPO Compliance - Certifications Pass Google Cloud infrastructure certified against
SOC 2 Type II and ISO 27001 standards and
configured to support applicable privacy and
data protection requirements

Evidence Index

Reference Description Location Status

EX-001 Integrity Hash Governance & Integrity Valid

EX-002 Authorization Chain Governance & Integrity Complete

EX-003 Data Residency Governance & Integrity us-central1 (Google Cloud Run)

EX-004 Retention Policy Governance & Integrity Per DPO Compliance section.
Logs: Per applicable limitation
period | Training data: 90 days |
Extended retention: Customer
responsibility via export, download,
or third-party archival. Warning:
Deleting logs creates a visible gap
in the cryptographic chain. Export
before deletion.

EX-005 DPO Compliance Governance & Integrity Active

EX-006 Original User Input Input Analysis Captured

EX-007 Safety Impact (Input) Input Analysis None captured

EX-008 AI Generated Output Output Analysis Captured

EX-009 Safety Impact (Output) Output Analysis None captured

EX-0010 Regulatory Violations Input/Output Regulation
Violations

0 violation(s)

EX-0011 PII Detection Input/Output Analysis,
Fine-tuning
Configuration

None

EX-012 Remediation Actions Remediation Plan 1 action(s)
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EX-013 Fine-tuning Configuration Fine-tuning
Configuration

Attached

Log Information

User ID: va8N1SPsEJRMnHNcIKqgBm9lCP53

Timestamp: 07/07/2026, 04:46:50

Model: gpt-5-turbo | ViriSIM-v102

Use Case: Finance

Company: RothsMind Corp

Subscription Tier: Custom

Compliance Overview

Overall Compliance:    Fully compliant

Risk Score:    0/10

Session ID: sess_e44dedee_233

Processing Region: canada

Average Response Time: 1355

Tokens Used: 10

All-Time API Calls: 795

Resolution: Resolved: 07/08/26, 16:28:33

Governance & Integrity

Integrity Hash: sha256:dea3557277c767b20fc171063cb79c59ccd4e90e755b949020c09d57607e
b00d

Integrity Hash Algorithm: SHA-256

Chain Hash: sha256:ad105121847f03044db42a3436e25e7d3c4e8e4aa61019ee734cc2a20c7e2e
5a

Previous Hash: sha256:71803cc84353703965021e34cdf64f0d8ac9e6b344b08885487df25070c1
1b1e
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Signature: MEUCIEzJcMDxN0vCLvw0A0EuGGqOg94CRC6P7XgaISqrE61FAiEAr7a9+iLhvJYTb
MfdeqDUqxRmgQgTtPVbpqkIKc0s0Eo=

Signature Status: Signed

Signing Key ID: projects/virideed-6cbf8/locations/us-central1/keyRings/audit-integrity-ring/cryptoK
eys/signing-key/cryptoKeyVersions/1

Public Key: -----BEGIN PUBLIC KEY-----
MFkwEwYHKoZIzj0CAQYIKoZIzj0DAQcDQgAEFM59ND8ODb7oW+EfngrLTjRFLhkk
VhPD/Qzr2kXjf9MQJkRSJgNSSCLHHPr5gfqqPEqm6fzlA+7XO52+S2LEqQ==
-----END PUBLIC KEY-----

Customer Signature: 

Customer Signing Key ID: 

Customer Public Key: Available on request from customer

Timestamp Token: MIIZ5zADAgEAMIIZ3gYJKoZIhvcNAQcCoIIZzzCCGcsCAQMxDzANBglghkg
BZQMEAgIFADCCAQEGCyqGSIb3DQEJEAEEoIHxBIHuMIHrAgEBBgorBgE
EAbIxAgEBMDEwDQYJYIZIAWUDBAIBBQAEIN6jVXJ3x2eyD8FxBjy3nFnM1
OkOdVuUkCDAnVdgfrANAhRlE/ef1uPbinkd51QF3paPvc8oOBgPMjAyNjA3M
DcwMzQ2MDdaAgiroMAdTTEM4KB2pHQwcjELMAkGA1UEBhMCR0IxFzAV
BgNVBAgTDkdyZWF0ZXIgTG9uZG9uMRgwFgYDVQQKEw9TZWN0aWdvIE
xpbWl0ZWQxMDAuBgNVBAMTJ1NlY3RpZ28gUHVibGljIFRpbWUgU3RhbX
BpbmcgU2lnbmVyIFIzN6CCFBcwggbiMIIEyqADAgECAhEA507yVbBQT/rbpt/
3/IujFTANBgkqhkiG9w0BAQwFADBVMQswCQYDVQQGEwJHQjEYMBYGA1
UEChMPU2VjdGlnbyBMaW1pdGVkMSwwKgYDVQQDEyNTZWN0aWdvIFB
1YmxpYyBUaW1lIFN0YW1waW5nIENBIFI0MTAeFw0yNjAzMjUwMDAwMDB
aFw0zNzA2MjQyMzU5NTlaMHIxCzAJBgNVBAYTAkdCMRcwFQYDVQQIEw
5HcmVhdGVyIExvbmRvbjEYMBYGA1UEChMPU2VjdGlnbyBMaW1pdGVkM
TAwLgYDVQQDEydTZWN0aWdvIFB1YmxpYyBUaW1lIFN0YW1waW5nIFNp
Z25lciBSMzcwggIiMA0GCSqGSIb3DQEBAQUAA4ICDwAwggIKAoICAQCy/8
NtS9xQ2UUtBRF32bj7VK3n4m50Uqjk/zTciSziYV40H1LKah0/oEklYG42E4V
CP3DvsBUB6DmpCkDZ0jCnZBPIEevaH15ZJOQwFWP2ZXr5YjlJpb68Nlbs+
ElNvKx32/1YHde3qqUSLybjulxPLz6T85+HOIqK7M1Bep8LspyhEP/q6nw5kG
xTSrGvufmeH+JF8CnVBcVMFA40FlIYh0cDJVFhhfTfdWgLy/vWuLMQoKkf3s/
FvByf16r0rtbyHm/iemwxSioJL9zyZDDKUNAbHXl0dhXo2VxUV2NcPXWXuoK
sjL+6cfk6Vm2DHnxAlFdFsaBDIF1JOkSnC6PeLlBznZn2buF3vIIYJcq6N/zeF
RCk4/HXDz7zgRsRRMdUB+rhyk5FoZaBjw0nLq3GZ3fClLUx5es5pUAxzNOD
MBn7JkFYip2BAGBPER5eV0ROhk6tGTG+fUiMiV+vgjg1YnP5FvnYWyEtWe
QD/B2hp3vz0RvtdkM0p3igyadzrfpOBq5ppVk/YsuhTQkP99ivneHAGfi5e7lmx
J+meoBPrRLuzMmb81rzzbESjJHMsn5RVtc6Ucs7rcMqQC13PUIO7BbGBET
V2ufCmV6lPTp3P7XJOvmnUCRTPbVvMTpxP/z+SOHg4/OCBhiqs4FA9+4oQ
vlkk9w32NGASli9GWrm5wIDAQABo4IBjjCCAYowHwYDVR0jBBgwFoAUOnSl
DGfGQlDC/bX8x7spNIL0erkwHQYDVR0OBBYEFGEQ6XoSr1HEhdTyz6R0D
1DNIK/4MA4GA1UdDwEB/wQEAwIGwDAMBgNVHRMBAf8EAjAAMBYGA1U
dJQEB/wQMMAoGCCsGAQUFBwMIMEoGA1UdIARDMEEwCAYGZ4EMAQ
QCMDUGDCsGAQQBsjEBAgEDCDAlMCMGCCsGAQUFBwIBFhdodHRwcz
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ovL3NlY3RpZ28uY29tL0NQUzBKBgNVHR8EQzBBMD+gPaA7hjlodHRwOi8v
Y3JsLnNlY3RpZ28uY29tL1NlY3RpZ29QdWJsaWNUaW1lU3RhbXBpbmdDQ
VI0MS5jcmwwegYIKwYBBQUHAQEEbjBsMEUGCCsGAQUFBzAChjlodHRw
Oi8vY3J0LnNlY3RpZ28uY29tL1NlY3RpZ29QdWJsaWNUaW1lU3RhbXBpbm
dDQVI0MS5jcnQwIwYIKwYBBQUHMAGGF2h0dHA6Ly9vY3NwLnNlY3RpZ2
8uY29tMA0GCSqGSIb3DQEBDAUAA4ICAQAD6j2N0azN+hl6k6bKB5/U6Vu
SOs93ZBb3Pczy9VtBIKu4947Z5GwL0aFngIxl+GSuLFrJgPruBCRvKJEJsm7k
v+LQ1COVCEG9tZ+IRtr4ocUoa53lgdFaENlS0N4wgkZkbQEPv+x+1lSjYh+T4
JeL9mUznT7Erc6Sp5dWLka5sMP/m3GZi6oJPdPcsCKWagH7m2H2xDGIyH
JC5PdH9phvi/KmhkktiSVTNNqVeV5bWdX2zhRE6UTfz0IcMoCL996lFIydXxO
CE4MNDHDM0as4lnTiT/KHMccO6l8c9TnUVgmpci9ar1IABZ2U1XUkYjGGSn
9MC3EHDP9V39VuBVvZ33/BEV/EWSRrf07T7jFplKX+gQr/UOqPGMlE7ZJ72
UaUkNJy7bVl3bcLKzdpjIHzLkf/4MVa1V7w8wqCv5W4gOnRGTlud5UMARbR
M8BPxR/CXYXoMmIOD8pmTk2axgRL4LG8XtuchISdCHRmtacAmLGq5XSY
SVTHTXADlO48iDKh3HM2r98LSF6f0sG12d8V9Jn7C3wDUieOxuKj4MdWrW
+hiJU2kF87v6eH00HgCFFc2V0+CvfOCMn7juzS41jLaINcBlKWQ/fKb/uDLfW
OW73z1I2lFY7Xj8tQ1XYtK5eREjWItM8jpl1cbQOc88btR+0XS2TmboE/141+v
a2PWzCCBqcwggSPoAMCAQICEQCQrAhyIP3Fp8RrXMcN9z0GMA0GCSq
GSIb3DQEBDAUAMFcxCzAJBgNVBAYTAkdCMRgwFgYDVQQKEw9TZWN0
aWdvIExpbWl0ZWQxLjAsBgNVBAMTJVNlY3RpZ28gUHVibGljIFRpbWUgU3
RhbXBpbmcgUm9vdCBSNDYwHhcNMjYwMzI1MDAwMDAwWhcNNDEwMzI
0MjM1OTU5WjBVMQswCQYDVQQGEwJHQjEYMBYGA1UEChMPU2VjdGln
byBMaW1pdGVkMSwwKgYDVQQDEyNTZWN0aWdvIFB1YmxpYyBUaW1lIF
N0YW1waW5nIENBIFI0MTCCAiIwDQYJKoZIhvcNAQEBBQADggIPADCCAg
oCggIBAK7kSqIBrYIcYvlmLVuaA8zw1RfBhkn4G1CoemzjcYtML6yNUvKmwG
H7y6/5MuSC1UYP/+9KYDSqvMQt/1hEKHYxMAD9oZpBkoaDQFEKbOJHels
Ke+BaO0ZcENTKfePcraVkA7wrGAW2XHA5gQCQv4IKori/3PNOXxnDMOk8
yIMgVrlMeTxqfWJ4XkjT1xc2s9DD7URHWWJOFobTPoWs6mrDFlaY9FlAHD
YTfbzvxQHVsvRmn3W+5ZmCwyk02I8KgGPT/UX4sTz41GiR+ppwUjQXa1+2t
EHZbsdAKUtH3OPEVtZvlt7atx4h83IdRR8oYi8wjY3OjFKXFecWpQbzzsPxbU
KPwMWiTrzwkrFa8dH/1pDKRJt371W62PfqKPayCr/XbnBOlRn8CALSmHnRt
GzuAWtTJpcT3BKw6oy8IIL6wSbu938F6ZIbRNIc1dKbIJtr4ULN6R5ZfTdNEh
wXctqp3RHDbg4fuOl6LjNoaFwjud92EEDhzxFJzE1jqN4csceZIwxOT1aqfsfh0
uFQE/lgTBuBs3i6/WL2W1OceWLy3XEdXRK1f0EWCuea6dNfX2RRdjUfk5Elt
FnJkN2+bWhnK14OPRKcyjOv5hKZ0iV4NRNd1+hjtva1rPyzb5Bs7EvFxqEQh
gZbOq7qH3nm0rBwA0dxniBOYCFPdu246JCxAgMBAAGjggFuMIIBajAfBgNV
HSMEGDAWgBT2d2rdP/0BE/8WoWyCAi/QCj0UJTAdBgNVHQ4EFgQUOnSl
DGfGQlDC/bX8x7spNIL0erkwDgYDVR0PAQH/BAQDAgGGMBIGA1UdEwEB
/wQIMAYBAf8CAQAwEwYDVR0lBAwwCgYIKwYBBQUHAwgwIwYDVR0gBB
wwGjAIBgZngQwBBAIwDgYMKwYBBAGyMQECAQMIMEwGA1UdHwRFME
MwQaA/oD2GO2h0dHA6Ly9jcmwuc2VjdGlnby5jb20vU2VjdGlnb1B1YmxpY1
RpbWVTdGFtcGluZ1Jvb3RSNDYuY3JsMHwGCCsGAQUFBwEBBHAwbjBH
BggrBgEFBQcwAoY7aHR0cDovL2NydC5zZWN0aWdvLmNvbS9TZWN0aWd
vUHVibGljVGltZVN0YW1waW5nUm9vdFI0Ni5wN2MwIwYIKwYBBQUHMAG
GF2h0dHA6Ly9vY3NwLnNlY3RpZ28uY29tMA0GCSqGSIb3DQEBDAUAA4I
CAQAy3lJHZvGeA2b43yhzoarvobHVzbfl+RfuPDwej0wCQkYAN6scTt2GwFe
22qbOCv/tllqFlLKQZE+E9jVyuPTbyQHwrM7R0oLapAEDC1+CowsqSRf/ptira

Confidential - For authorized personnel only

Generated by ViriSIM Compliance System - Page 6



ViriSIM AI I/O Compliance Report
Log ID: VIRI-0000160xvm19v

5Pfd4PoHICnb9coPQtyZmHSQp5y9IGvqWf1qNfq7V2fHZ8DvEQrLUzeoGF9
BJRYu2OzacW3QQtUum3NOVf0gPRwv6I4991uhncJ6VP4lcpUpHZKB7R3hiI
UC09mR9KjzPVnXHvL9n2bAwiUECfK5Zezhiw27F2tgi39DETfU8M4n0N6xLg
Fzsf05M5GURX8C9+IX9V6kpmmKtrUzMti4LD66gtmf+mSm934K81NL6YQe
MEk1rpYrWPypcW76Mir6wb1AgseLIHqn/GkeuQm7zOTDf3f5WoX14qVNjZW
NHF3JxkutV6ZnhinfCLfdv5bnwKWUfceqOajCVntI6uCbHxjBg6SCsexc5AfIGn
o7gVFvwifT4XONPsSUaJ71XsJ+EvciVUVnjOO4qxm0fWJTd8a7jP8mc4ZPq
wJvQFtOp7+6G+kUJAF0fnE8YgD8uttBReNTa1YmAeFMiqc38e8fI4eLm0zjM/
eeGCHasnoqqrbGwcF41iz9HXzFDwN4iD5z3QShp6HRiU3UpTwDJiiXcr0z6pj
l7PyzJ3/tmWtGehV7CAfc/WlyzCCBoIwggRqoAMCAQICEDbCsL18Gzrno7Pd
NsvJdWgwDQYJKoZIhvcNAQEMBQAwgYgxCzAJBgNVBAYTAlVTMRMwEQ
YDVQQIEwpOZXcgSmVyc2V5MRQwEgYDVQQHEwtKZXJzZXkgQ2l0eTEe
MBwGA1UEChMVVGhlIFVTRVJUUlVTVCBOZXR3b3JrMS4wLAYDVQQDEy
VVU0VSVHJ1c3QgUlNBIENlcnRpZmljYXRpb24gQXV0aG9yaXR5MB4XDTIx
MDMyMjAwMDAwMFoXDTM4MDExODIzNTk1OVowVzELMAkGA1UEBhMC
R0IxGDAWBgNVBAoTD1NlY3RpZ28gTGltaXRlZDEuMCwGA1UEAxMlU2Vjd
GlnbyBQdWJsaWMgVGltZSBTdGFtcGluZyBSb290IFI0NjCCAiIwDQYJKoZIh
vcNAQEBBQADggIPADCCAgoCggIBAIid2LlFZ50d3ei5JoGaVFTAfEkFm8xaF
Q/ZlBBEtEFAgXcUmanU5HYsyAhTXiDQkiUvpVdYqZ1uYoZEMgtHES1l1Cc6
HaqZzEbOOp6YiTx63ywTon434aXVydmhx7Dx4IBrAou7hNGsKioIBPy5GMN
7KmgYmuu4f92sKKjbxqohUSfjk1mJlAjthgF7Hjx4vvyVDQGsd5KarLW5d73E3
ThobSkob2SL48LpUR/O627pDchxll+bTSv1gASn/hp6IuHJorEu6EopoB1CNF
p/+HpTXeNARXUmdRMKbnXWflq+/g36NJXB35ZvxQw6zid61qmrlD/IbKJA6C
Ow/8lFSPQwBP1ityZdwuCysCKZ9ZjczMqbUcLFyq6KdOpuzVDR3ZUwxDKL
1wCAxgL2Mpz7eZbrb/JWXiOcNzDpQsmwGQ6Stw8tTCqPumhLRPb7YkzM8
/6NnWH3T9ClmcGSF22LEyJYNWCHrQqYubNeKolzqUbCqhSqmr/UdUeb49z
YHr7ALL8bAJyPDmubNqMtuaobKASBqP84uhqcRY/pjnYd+V5/dcu9ieERjiRK
KsxCG1t6tG9oj7liwPddXEcYGOUiWLm742st50jGwTzxbMpepmOP1mLnJskv
ZaN5e45NuzAHteORlsSuDt5t4BBRCJL+5EZnnw0ezntk9R8QJyAkL6/bAgMB
AAGjggEWMIIBEjAfBgNVHSMEGDAWgBRTeb9aqitKz1SA4dibwJ3ysgNmyz
AdBgNVHQ4EFgQU9ndq3T/9ARP/FqFsggIv0Ao9FCUwDgYDVR0PAQH/BA
QDAgGGMA8GA1UdEwEB/wQFMAMBAf8wEwYDVR0lBAwwCgYIKwYBBQ
UHAwgwEQYDVR0gBAowCDAGBgRVHSAAMFAGA1UdHwRJMEcwRaBDo
EGGP2h0dHA6Ly9jcmwudXNlcnRydXN0LmNvbS9VU0VSVHJ1c3RSU0FDZ
XJ0aWZpY2F0aW9uQXV0aG9yaXR5LmNybDA1BggrBgEFBQcBAQQpMCc
wJQYIKwYBBQUHMAGGGWh0dHA6Ly9vY3NwLnVzZXJ0cnVzdC5jb20wDQ
YJKoZIhvcNAQEMBQADggIBAA6+ZUHtaES45aHF1BGH5Lc7JYzrftrIF5Ht2P
FDxKKFOct/awAEWgHQMVHol9ZLSyd/pYMbaC0IZ+XBW9xhdkkmUV/KbUO
iL7g98M/yzRyqUOZ1/IY7Ay0YbMniIibJrPcgFp73WDnRDKtVutShPSZQZAdtF
wXnuiWl8eFARK3PmLqEm9UsVX+55DbVIz33Mbhba0HUTEYv3yJ1fwKGxP
BsP/MgTECimh7eXomvMm0/GPxX2uhwCcs/YLxDnBdVVlxvDjHjO1cuwbOpk
iJGHmLXXVNbsdXUC2xBrq9fLrfe8IBsA4hopwsCj8hTuwKXJlSTrZcPRVSccP
5i9U28gZ7OMzoJGlxZ5384OKm0r568Mo9TYrqzKeKZgFo0fj2/0iHbj55hc20jfx
vK3mQi+H7xpbzxZOFGm/yVQkpo+ffv5gdhp+hv1GDsvJOtJinJmgGbBFZITh
bqI+MHvAmMmkfb3fTxmSkop2mSJL1Y2x/955S29Gu0gSJIkc3z30vU/iXrMp
Wx2tS7UVfVP+5tKuzGtgkP7d/doqDrLF1u6Ci3TpjAZdeLLlRQZm867eVeXED
58LXd1Dk6UvaAhvmWYXoiLz4JA5gPBcz7J311uahxCweNxE+xxxR3kT0WK
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zASo5G/PyDez6NHdIUKBeE3jDPs2ACc6CkJ1Sji4PKWVT0/MYIEkzCCBI8C
AQEwajBVMQswCQYDVQQGEwJHQjEYMBYGA1UEChMPU2VjdGlnbyBMa
W1pdGVkMSwwKgYDVQQDEyNTZWN0aWdvIFB1YmxpYyBUaW1lIFN0YW
1waW5nIENBIFI0MQIRAOdO8lWwUE/626bf9/yLoxUwDQYJYIZIAWUDBAIC
BQCgggH6MBoGCSqGSIb3DQEJAzENBgsqhkiG9w0BCRABBDAcBgkqhkiG
9w0BCQUxDxcNMjYwNzA3MDM0NjA3WjA/BgkqhkiG9w0BCQQxMgQwToH
KlaJy2zIHaYaierYZy3KM51SWciVTzsZRIxPqNbjdeMwaFcAyW0ey8IW9CziJ
MIIBewYLKoZIhvcNAQkQAgwxggFqMIIBZjCCAWIwFgQU6XgYqSjaFQqf4b+
czHqruaAO7qwwgYgEFGXDKGlvfU5QLP0Dx8IGlxjK+/dPMHAwW6RZMFcx
CzAJBgNVBAYTAkdCMRgwFgYDVQQKEw9TZWN0aWdvIExpbWl0ZWQxLj
AsBgNVBAMTJVNlY3RpZ28gUHVibGljIFRpbWUgU3RhbXBpbmcgUm9vdCB
SNDYCEQCQrAhyIP3Fp8RrXMcN9z0GMIG8BBSFPWMtk4KCYXzQkDXEkd
6SwULaxzCBozCBjqSBizCBiDELMAkGA1UEBhMCVVMxEzARBgNVBAgTC
k5ldyBKZXJzZXkxFDASBgNVBAcTC0plcnNleSBDaXR5MR4wHAYDVQQKE
xVUaGUgVVNFUlRSVVNUIE5ldHdvcmsxLjAsBgNVBAMTJVVTRVJUcnVzdC
BSU0EgQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkCEDbCsL18Gzrno7PdNsvJ
dWgwDQYJKoZIhvcNAQEBBQAEggIAA1tlpbQmRak2t9twr3Of+uIqh3yz6CH
oi09LN4VRZF5lVc99kPBd0cGWGXpycaRGC6pV4utRNlYTLcv0ocvSGv/AyC
9GxvUHhleCYYunMOgQbyuinKnratiGWC/BiTA+rgsoffkTVi26EjTls5lOaBCiqg
Ov3i/k6aAmWs5jofj2r3K8ZnmHc/iHizcFIP81M1rR0EIL8axhsp+g6CEB66n5e
AQ277Mhz+90uqQARN5NrLFu9ExCkiBHIUVwcgLv7maOoX/OHt26vQPvvQ+
lzJj/6aAFyP7B7Iu4+InlsnxpOE0X4c8PpTMM4eVf3q17ZPsjIBc3O1iUjTRcRv8
JPjm1//WkmuoVK5cqAHilCxR6GUy+vmUp96N4xMho4nRbpeR1drT98ofIdkO
rf/CcFRxrktUuC6aEVxO3x3KqnvsfvZhb32+bftaXLzwUfy1wZsp6T/Ex8zRRJw
41VUadRoFfB7T/qBs2p1pNeYHyLw4j3PNHDp+IJAxJQlt77FQhGmiBYbED9q
cybHfiQINk59aq77pwE1GejHOdTxzF2o2euFw1QnK4Hum+0kjxHAAgo6/1mU
Kyu/7q9IDBeVIJiWrXWGcXf2XRbzmuRCS1N93jrlchGID+dY3eNJs1GrxRmD
mxGjzVm4I3t3KTv16PBOxUku0H30GhGxzrEpjD4MM=

Timestamp Authority: Sectigo

Captured At: 2026-07-07T03:46:07.286Z

Capture Point: Virideed backend receipt

Integrity Note: Hash certifies content integrity from point of Virideed receipt. Computed as
SHA-256 over JSON.stringify({input, output, timestamp}). Verify by reconstructing
the object using originalInput, aiGeneratedOutput, and capturedAt from this
record. Chain hash computed as SHA-256(previousIntegrityHash +
JSON.stringify({input, output, timestamp})) - previousIntegrityHash includes
'sha256:' prefix. Signature verifies against the original JSON string using the
ECDSA P-256 public key provided. Pre-transit integrity is the responsibility of the
integrating party.

Authorized By: Valid API Key

API Key Used: sk-viri-5n2fr6ty... (Sarah's compliance team (Night BX-4K))

API Key Status: Active
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ViriSIM AI I/O Compliance Report
Log ID: VIRI-0000160xvm19v

Company User ID: clark_2234323

Company Session ID: sess_e44dedee_233 | 41 logs

Authorization Time: Operator: 2026-07-07T03:46:05.931241+00:00 | Virideed:
2026-07-07T03:46:07.445Z

Authorization Note: Authorization verified via API key validation at Virideed backend. Upstream
access control is the responsibility of the integrating party.

Underlying Model Version: gpt-5-turbo

Data Processing Location: us-central1 (Google Cloud Run)

Data Storage Location: us-central1 (Google Cloud Firestore)

Data Jurisdiction: United States

Data Processing Note: Data processed and stored in Google Cloud us-central1. Regulatory
region (Processing Region) determined by user country and governs
applicable law. Infrastructure location (Processing Location) is where
technical processing occurs. GDPR transfer mechanisms apply for EU
data subjects

Virideed Review: Automated - No human review by Virideed

Review Note: Virideed performs automated i/o auditing. Human review of flagged violations is the
responsibility of the integrating party.

Retention Policy: Per DPO Compliance section. Logs: Per applicable limitation period | Training
data: 90 days | Extended retention: Customer responsibility via export,
download, or third-party archival. Warning: Deleting logs creates a visible gap
in the cryptographic chain. Export before deletion.

Log Retention Expiry: 2033-07-07, system default

Training Data Expiry: 2026-10-05

Retention Basis: Applicable legal, regulatory, contractual, and limitation period requirements

DPO - Processing Location: us-central1 (Google Cloud Run)

DPO - Storage Location: us-central1 (Google Cloud Firestore)

DPO - Jurisdiction: United States

DPO - Transfer Mechanism: Not applicable for domestic U.S. processing

DPO - Data Residency Note: Data remains in US.

DPO - Encryption at Rest: AES-256

DPO - Encryption in Transit: TLS 1.3

DPO - Key Management: Virideed-managed KMS key
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ViriSIM AI I/O Compliance Report
Log ID: VIRI-0000160xvm19v

DPO - Access Logged: Yes

DPO - Audit Logs Retention: Retained in accordance with applicable legal, regulatory,
contractual, and record-retention requirements

DPO - Training Data Retention: 90 days

DPO - Raw PII Retention: Retained only within audit records and subject to the same retention
requirements applicable to those records

DPO - Access Model: Role-based access with least privilege

DPO - Authentication: API key + session validation

DPO - Authorization: Per-user, per-session logging

DPO - Certifications: Google Cloud infrastructure certified against SOC 2 Type II and ISO 27001
standards and configured to support applicable privacy and data protection
requirements

DPO - Virideed Review: Automated - no human review by Virideed. Audit analysis partly
performed by controlled AI agents (ViriSIM-v102) trained on regulatory
frameworks and provided with jurisdiction-specific compliance texts at
runtime

DPO - Customer Review: Human review of flagged violations is the responsibility of the
integrating party

Agent Tool

Agent: LangChain

Callback URL: https://webhook.site/test

Policy Set: Do not disclose PII

Input Analysis

Input Format: Text

Country: Canada

Original Input: Hello

Safety Assessment: Safe

Issues Summary: No general issues found: The input is a simple greeting with no PII or sensitive
content.
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ViriSIM AI I/O Compliance Report
Log ID: VIRI-0000160xvm19v

Issues Specifics: None found

Input PII Detected: None detected

Regulatory Compliance: Fully compliant

Input Compliance Score: 10/10

Legality: Legal

Recommended Action: No action required; input is harmless.

Safe Input: Hello

Safe Input Accuracy Percentage: 100% - Input is already safe and compliant.

Input Regulation Violations

None found

Violation Implications: 

Fine: N/A

Level: N/A

Input Analysis Confidence: 10/10

Output Analysis

Output Format: Text

Country: canada

AI Generated Output: Hi there

Safety Assessment: Safe

Issues Summary: No general issues found: Output is a simple greeting, no PII, no harmful
content.

Issues Specifics: None found

Output PII Detected: None detected

Fairness: Fair (10/10)

Transparency: 10/10 - The response is a neutral, standard greeting with no bias or hidden intent.

Bias Detected: None found
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ViriSIM AI I/O Compliance Report
Log ID: VIRI-0000160xvm19v

Regulatory Compliance: Fully compliant

Output Compliance Score: 10/10

Legality: Legal

Recommended Action: No action required; output is compliant.

Safe Output: Hi there

Safe Output Accuracy Percentage: 100% - Output is already safe and compliant.

Output Regulation Violations

None found

Violation Implications: 

Fine: N/A

Level: N/A

Output Analysis Confidence: 10/10

Pre-Generation Guardrail

Pre-Generation Validation: If user input is a harmless greeting without any indication of harmful
intent, then generate a polite, neutral response, and do not include
any sensitive, non-compliant, or biased content.

Regulatory Compliance Details

Primary Regulation: General Data Protection Regulation (GDPR)

Articles: Article 5(1)(c) - Data minimisation, Article 5(1)(f) - Integrity and confidentiality

Jurisdiction: EU/EEA

Severity: No Infraction

Potential Fine: N/A

Secondary Regulation: PCI DSS

Sections: Requirement 1.1 (Network security), Requirement 3.4 (Stored data encryption),
Requirement 4.1 (Transmission encryption)
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ViriSIM AI I/O Compliance Report
Log ID: VIRI-0000160xvm19v

AI Specific Regulation: EU AI Act (Proposal)

Category: Low-risk (simple conversational AI)

References:

GDPR: Article 5

PCI DSS: Requirement 1.1

Action Plan

• No action required; input is harmless.

• No action required; output is compliant.

Remediation Plan

LOW: Continue monitoring for any future harmful inputs or outputs; no immediate action

needed.

Description: Simple greeting with no violation of any regulation.

Verdict

General Compliance Status: Fully compliant

Risk Score:    0/10

Action Plan: No action required; input is harmless.,No action required; output is compliant.

Fine-Tuning Configuration (Canonical)

{

  "datasetId": "VIRISIM-FT-2026W28-bmjzw",

  "timestamp": "2026-07-07T03:46:50.387Z",

  "prompts": {

    "safety": [],

    "responses": {

      "neutral": "If user input is a harmless greeting without any indication of harmful

intent, then generate a polite, neutral response, and do not include any sensitive,

non-compliant, or biased content.",
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ViriSIM AI I/O Compliance Report
Log ID: VIRI-0000160xvm19v

      "refusal": "No action required; input is harmless.",

      "redaction": "[REDACTED]"

    },

    "system": [],

    "constraints": []

  },

  "validation": {

    "metrics": {

      "safety": 7,

      "compliance": 9,

      "accuracy": 0.85,

      "fairness": 9

    },

    "rules": {

      "include": [],

      "exclude": [],

      "checks": []

    }

  },

  "monitoring": {

    "audits": {

      "metrics": [

        "compliance_score",

        "fairness_score",

        "violation_count"

      ],

      "reporting": "automated",

      "frequency": "monthly"

    },

    "realtime": {

      "violations": 2,

      "biasDrift": 0.1,

      "incidents": 2

    }

  },

  "trainingExamples": {

    "safetyEnhancement": [],

    "fairnessImprovement": [],

    "regulatoryCompliance": [],

    "biasMitigation": []
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ViriSIM AI I/O Compliance Report
Log ID: VIRI-0000160xvm19v

  },

  "modelConfig": {

    "piiRedaction": {

      "strategy": "contextual",

      "threshold": 0.9,

      "categories": []

    },

    "fairness": {

      "equalizedOdds": {

        "tolerance": 0.05,

        "enabled": false

      },

      "demographicParity": {

        "enabled": false,

        "targetDisparity": 0.1,

        "calculatedDisparity": 0,

        "attributes": [],

        "fairnessScore": 10,

        "status": "PASS"

      }

    },

    "inference": {

      "maxTokens": 1000,

      "penalties": {

        "presence": 0.3,

        "frequency": 0.3

      },

      "temperature": 0.2,

      "topP": 0.8

    },

    "compliance": {},

    "safety": {

      "contentModeration": {

        "enabled": false,

        "categories": [],

        "action": "flag"

      },

      "biasDetection": {

        "enabled": false,

        "attributes": [],
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ViriSIM AI I/O Compliance Report
Log ID: VIRI-0000160xvm19v

        "threshold": 0.8

      }

    }

  }

}

Resolution Notes

Resolved At: 2026-07-08T15:28:33.433Z

Resolved By: Sarah Chen

Company: RothsMind Corp.

Notes: No resolution needed.

Disclaimer: Resolution notes represent the judgement of the named resolver at the time of review and form part of the audit trail. Virideed
Inc. performs no human review of individual audit records. All resolutions are the responsibility of the integrating party.
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